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~ ®Realm: A comé)ogéni that can access

. i - S A
an application's security comwts
P such as users, roles, permissions. (
‘Usually atasource—speafc

® Subject:
represen
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® Principals: a SL ct's ic entifying e
attributes such sername, HﬁQ\Id
P Soaal ecurity #, e L}

tials: values known only to a
related j to verlfy identity.







- The act of verlfﬂlln(g’ YOu & r who you say

you are

Coll tprmcipals)& credentia{s (

. Submit them to the system

allow retry




\H'— Y | - . ’ .
1. Collect Principals and Credentials \w/
//Example using most commi} scenario: S
// /HMString use name;éhdxpas word. Acquirékin f
//System—spefifiquanner/(HTTP request, GUI, etc)

UsernamePasswo

new Usernam

//fRemember
token.setRememberM




e Submit the|4 allow or disallow.

/

Subject currentUser = SecurityUtils.getSubject ()
try { | \
currentUser.login (token) ; ~
} catch ( Unkno AccountExﬁeption uag ) | r
.““HJ/no account for theféubmittedj sername — retry?
} catch ( IncorrectCredéntialsException ice ) {
//submitte asswqid was incorrect - retry?

e
s

} catch ( LockedAcce

//account curre

Exception
nice error/msg.
} catch ( Excessiwv i

//too many u
} ... catch mes
} catch ( Authen

' //unexpected error?

ion




R

/

"Subject—intellfa w/ built-in login: L

public void login( Au henticationTokethSEin)

throws AuthenticationException; ~_
: \ )\ (
Executes log-in ttempf. Implementation of this inte\r¥ace usually

delegat
PAM.

If unsuccessful,

to a system-wide Authenticator which supports

ific manner.
iated with account

methods rization presentation.

N (J—\




Q‘ Authentication (cont'd)

Default Authenticator implementation in the
Jsecurity Is the ModGlarauthenticator.

® Implements PAM ﬁPIuggabIe Authentication
Module) functionality.

® Utilizes a configured set of Rea1ms

® QOut of the box Realm implementations for
Memory (RAM), LDAP, ActiveDirectory, JDBC,
and others.

® Create your own for application-specific data
access (e.g. Hibernate or JPA)







Authorization

Once identity is validated, authorization is the
process of determining access control — i.e.
“who can do what”, or,“who can do which
actions”.

® Generally assumes Realm-based approach:
an aggregation of users (a.k.a. Subjects),
user groups, roles, and permissions.

® JSecurity can work with any data model,
even if yours doesn't coincide with these
assumptions




® Most atomic elem

~ The “what” of the a plication. o
tof a securiwsg’ism. =
® Describes behavior foga type of object”

f

/e Does not maintain information about “who”
can perform such behavior.

=

Example: instance defines
if a prin or not. It does
“nhot asso - access that

printer.




@ A named Collectionjof Permissions L
® Allows behavior aggregation
® Enables dynamic (runtime) alteration of\CEa\

Vo abilitiesﬁ T (
® Most similar to what we see in Windows or Unix user
“groups”

g

Example: An’ ight h__aVe the
AllPermissi :

e Still does not defi

(-/ organi ultipl




@ The “who” of ﬂhegﬁp ication. 5

® \What each user do is deﬁhecLby
P thelr @sioaatlon with Roles. \ (

Example:
Roles.
“has a”
‘user can prin

those roles
_en that




~ Multiple means Af (gl(ec' g access L
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~ Checking for a p’art' ula (<} \3/

//get the current Subject\executing Hﬁh‘hh

// _//the code N ' r
Subject curr ntUsEr 2 SegurityUtils.gegﬁubject();

.

.hasRol

“administrator” ) {
1al butiton?)

i1f ( current

//do one
} else {
//do s show the button?)




~ Checking for a p’art' ular Permission: \E/

//get the current Subject\executing HH‘”HE

// _//the code N f
Subject curr ntUsEr = SeﬁurityUtils.geggubject();

H"'-.

Permissi = new e
g0 0n”, y'print” );

If ( current 1ntPgrmission ) |
//do on ' tton?)

Permission p
PrinterPermi]




~ Permission cheéks((Str' 1g-based)

Same perm‘ss%:check as in prev?)us slide:

if ( currentUser.isPermitted (

“printen:print:laserjet3000n”) {
//do one thing (sho e print button?)
} else { /
//do so he button?)




~ Role(s) check: ’ o

// _//néxt code block Wlll throw an " r
//Authorlzat OHEXC@pthH/lf the callerNAOesn’t
//have the"tel}er role:

QRequiresRolesi(“teller%
public void @

only/a teller




" Permission(s) check:

e

// //Will throw an AuthorizationException if none
//of the ca er’;ﬁroles imply the Accoupt
//'create' permission
@RequiresPe ~Zﬁiions(“account:createﬁl
public void og

//create

Y
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® Impetus for cr’ea(c'téﬁ — Heterogeneous

_0___ﬂ__§i:mp'iﬁl ied Configurgtion

—

client access

f
® POJO/I2SE based (IoC friendly)\
¢ Not bound by clie ecification
protocol y
® Can be
implementati




ssion Management (cont'd)

® Temporal-based record (start, stop, last
access times).

® Event-trigger support
® [P address correlation (if needed)

® [nactivity and expiration support
(touch() method)

® Retains HTTPSession methods you're
comfortable with (get/set/remove
Attribute methods)




3ssion Management (cont’d)

® Session Management is typically transparent
to application developers

® Interceptor/AOP mechanisms to create,
associate, and maintain Sessions

® Event support enables transparent activity
logging.

® Session Data (Attributes and metadata) can
be stored anywhere — in a database, on the
file system, in memory, a distributed cache,
etc. (DAO to back-end store).




- Acquiring and creatiné sessions. For convenience,
things work just like the HttpSession: \:/

J T~

//gUarangg; a session]exists (will

/

/[create

e i;fit does not) f

o

subject.getSession () ;

=

//get a ses ' pEts. Jf it does

/




~— But notel! JSecurit&/ Sessions do not r

HTTP environment!

uire a
q S

\h

/ '---~...Worksm§ny tier -(ser)er-side Service, web J

MVC client, Swing client, etc).

* Transparent use in tier — no need to
change yo ' sion-based
code. /

* Fully clu et-up:
TerraCotta, Gi \1

~* Jus







Maintains JSecurity's féa of simplicity: k/
* Interf drlven POJQ based \
£ SlmpI;r&@ wrapper over the very coh"uplex JCEf

infrastructure.

* “Object Orientifi raphy concepts,
whereas J edural language
feel |

* Easier to hashes,
etc).




A Cipher is a crypti)g hic ¢ -.;: rithm that k |
encrypts and decrypts data based on public /
and/or private keys. ) e

s Symme ric Clpher uses the same (or trivially

f

similar) uring both encryptlon and

one Key during
encrypti
‘decryption.




—JSecurity's Cipher #nte/(éc. : \:/
publdic interface Cipher { Hhhh~“
// _thyte[?xé:fryptg”byte[] raw,

Key encKSy ) ; f
bytel] d-cryth byte[ﬂ encrypted, Key decKey);

g

® Encrypt user i ememberMe
(,/cook' and
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A cryptographic Hash (aka Message h\'\

Digest) is a one a;/ |rrever5|ble\ :

, conve ion of an input source : (

e Commo
PassSWo
security.

® Can be
‘Streams, etc.

~un

\Y _used for credentials (e.q.
) transformation for added




~JSecurity's Hash in}cer{flce: _ \b/
public interface Hash ({ “> \h“Hhh

/™ Pyt ]\gisztesm ; (
H“String to ex(hﬁ | y \\

String oBase64 () ;

}

® Default i 5, SHAL,
‘SHA-25 . |

® Encrypt user i RememberMe
Co0 nd i




~Intuitive 00 API / . pC
//some examples: ' Mhh“‘n

// new MdS5Hash(“blah”).toHex () ; " (
//Flle MD5 H sh value for checksum: \\
new MDDbHas aFlle ) .toHex () ;

//store a passw in raw form:
new Sha256 (aP '

® Cleaner _ ral APIs like







<filter>

- <filter—name>JSecurityFJlter /filter > :
<filter-

class>org.jsecurity.web.s rvlet.JSecurityFilterg(éi;i:j—class>

<init-param><param-name>config</param-name><param-va >
[interceptors] -
// B authE. succesTlrl = /igééx;jsp : f
e IJH; /"
[urls] '

/account/** =

/remoting/** = a
perms [remote: i

</param-value>
</filter>

<filter-mapping>
filter—-name>JSecurit



\a—w§%@ taglib prefix=“gsec' uri=
http://www.jsecurity.org/tags %> ‘
<html> \hhh“ 3
/ <body> X VaB \ f
<jsec:hasRole ‘name=“administrator”>

<a href—“manageUsers Jsp”>Click here to

manage users</a> ga—

</jsec:has _
<Jsec:1la strator”>

\fe
</jsec®

</body>

("ffhtml



http://www.jsecurity.org/tags

< ]seg:

<jsec

<jsec:
:hasRole

<jsec

<jsec:
:hasAn
:hasP

<jsec
<Jsec

<jsec:
<jsec:

(*Z;sec:

<%@ taglib prefix=“gsec' uri=
http://www.jsecurity.org/tags %> ‘

<!-—-/ Other tags: --> q) Hhh“ﬁu

guesti{> V4R f
v \\

s user

lacksR

lacksPermis
authenticat


http://www.jsecurity.org/tags




~— One method: ) : \d |
//Logs the user out, relinguishes account data, and fo

//invalidates any Session

SubjegtMeurrentlUser = Securltinyls.getSubject;?:h“‘hu

/

currentUser gout () ; 7 \\ f
App specific log- ~out Ioglc iS can be executed in
any num .

 Execute eding or after
this call /

* Listen f ent and
trigger the log










